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Abstract Modern day technology, daily seeks to better data processing activities through features such as

improved speed, better functionality, higher mobility, portability and improved data access – all of which is extended
via smart computing. The widespread use of smartphone has led to an exponential growth in the volumes of emails,
alongside great success in phishing attacks carried out more effective via spam inbox mails to unsuspecting users –
soliciting for funds. Many mail apps today, offers automatic filters as a set of rules to help better organize and
dispose (as spam, if necessary) incoming mails based through the checking of certain keywords detected in a
message’s header or body. Achieving such programming filter feature is quite mundane and also inefficient, as
spams often evade such filters, slipping into inbox again and again. The study seeks to provide an intelligent
adaptive mail support that learns user’s preference via an evolutionary unsupervised model(s) as a computational
alternative that adapts the data locality feat as well as compares convergence results yielded by the unsupervised
hybrid classifiers. It achieves such feats by building local decision heuristics into their classification processes so that
such spam filter(s) are embedded with a design that allows for email genres.
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1. Introduction
SPAM (junk) mails have been defined by many
researchers in relation to how they differ from genuine or
non-spams. The shortest among these describes spam as
‘unsolicited bulk email’ [1,2]. It is also ‘unsolicited,
unwanted email sent indiscriminately, directly or indirectly
by a sender with no current relationship to the unsuspecting
user’ [3]; But, one of the most widely accepted definitions
was presented by SpamDefined [4] as ‘unsolicited messages,
sent or posted as part of a larger collection of messages,
having substantially identical content. Spam advertises
various goods and services – with dedicated percentage
that change over time [5]. This changeability has become
a big challenge used by social engineers, especially in the
local nature relating to concept drift in spam [6]. This
problem has become an imperative concern as spams
constitute over 80% of total emails received [7] resulting
in direct financial losses through misuse of traffic, storage
space, and computational power [8].
Spams normally wastes the processors time, and leads
to the loss in productivity and violation of privacy rights.

It has also caused several legal issues via pornographic
advert, pyramid schemes, Ponzi-schemes etc [9]. The total
worldwide financial losses caused by spam estimated by
Ferris Research Analyzer Information Service were over
$50 billion [10]. Phishing are special cases of spamming
activity found to be dangerous and difficult to control –
because it particularly hunts for sensitive data (such as
passwords, credit card numbers, etc.) by imitating requests
from trusted authorities such as banks, server administrators
or service providers [11,12]. Social engineering attack is
on the rise and this calls for a growing scientific finding(s)
to address the characteristics of spamming as well as offer
feasible controls.

1.1. E-mail Transfer Protocols and Spam
Attacks
These protocols seek to enhance or completely substitute
the existing standards of email transmission by new spamproof variants. A main drawback of the commonly used
Simple Mail Transfer Protocol (SMTP) is in the nonreliable mechanism of checking the identity of a message
source. But, Sender Policy Framework (SPF) protocol
overcomes this issue by inventing more secured method of
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packaging the sender’s identification. Other variants have
been developed to address these issues such as Designated
Mailers Protocol, Trusted E-Mail Open Standard,
SenderID mechanism etc [13].
Spammers often evolve their techniques to outpace
known filter methods and make them ineffective via
misclassification of these threats. Through a systematization
proposed by Wittel and Wu [14] thus, attacks on spam
filters include:
a. Tokenization: If the spammer intends to prevent
correct tokenization of the message by splitting or
modifying feats such as putting extra spaces in the
middle of words.
b. Obfuscation: When contents of the message is
obscured from the filter through the process of
encoding.
c. Statistical attacks: When the spammer intends to
skew the message’s statistics. If the data used for a
statistical attack is purely random, the attack is
called weak. Otherwise it is called strong. An
example of strong statistical attack is good word
attack as postulated by Daniel and Christopher [9].

1.2. Learning-Based Spam Filtering Methods
Filtering is a popular solution to the problem of spam. It
is an automatic classification of messages into genuine
and spam mails. Existing filtering algorithms are effective
with above 90% accuracy at experimental evaluation.
These algorithms can also be applied at the different
phases of email transmission such as at routing stage,
at the destination mail server, or in the destination
mailbox [15]. Filters prevent end-users from wasting
their time on junk messages. It does not prevent the
misuse of resources as all messages must be delivered.
Thus, it has been argued that filtering at the destination
only gives a partial solution to spam problems. Figure 1
shows various components of an e-mail that can be
analyzed by a filter. To effectively classify new messages,
a filter can analyze these components separately (by
checking the presence of certain words in case of keyword
filtering), or in groups (by considering that the arrival of a
dozen of substantially identical messages in five minutes
is more suspicious than the arrival of one message with
the same content).
An e-mail message typically consists of two parts: (a) a
header, and (b) its body. A message body is usually a text
in a natural language, possibly with HTML mark-up and
graphical elements; while, the header is a structured set of
fields, each having a name, value, and specific meaning.
Some fields (such as From, To, Subject) are standard;
while others depend on the software used in message
transfer such as filters installed on mail servers. The
subject field contains what a user sees as the subject of
message, which is treated as a part of the message body.
The body is also the contents of the message; And,
non-content features are not limited to the features of the
header. For example, a filter may consider the message
size as feature (used as a training data, pre-collected
messages). This can be optimized as involving users’
collaboration to receive multiple user inputs about new
messages for analysis.

Figure 1. Components of the E-mail

1.3. Statement of Problem / Study Goal(s)
a. Discrete models often yield inconclusive solutions
due to noisy inputs. Thus, yields increased rate of
false-positive (unclassified) and true-negative
(wrongly classified) data. Our hybrid models seek
to effectively classify data into distinct classes,
compare both results from predictive data mining
rules and reinforcement learning (as in Section II).
b. Data as encoded consist of imprecision, ambiguity,
noise and impartial truth, easily resolved through
robust search (as in Section II with unsupervised
models).
c. Parameter(s) selection is a daunting task when
seeking for optimized solution in chaotic and
dynamic events such as this. Thus, careful selection
is required so that model is devoid of overparameterization, over-fitting and over-training
(resolved in Section II) as model seeks to unveil the
underlying probability of the data feat(s) of interest.
d. In hybrid, conflicts must be resolved such as: (a)
conflict imposed by the underlying statistical
dependencies in the adopted heuristics, and (b) conflict
imposed in encoding of dataset used. Proposed
model resolves this (Section II) via creation of
profiles that effectively assigns/classifies data into
spams and genuine e-mails.
e. Speed constraints arise in most intelligent (supervised
or unsupervised) models as they mainly use hillclimbing, so that model’s speed shrinks as it
approaches optima. Some use their speed benefits to
find optima (at training or testing) to avoid being
trapped at local maxima, especially in cases where
we seek a single, global rule. However, in spam
detection, we seek an optimal solution of several
rules good enough to effectively classify dynamic
profiles (resolves in Section II) into spams and
genuine e-mails.
The goal of this study is to seek for computational
intelligence between supervised and unsupervised models,
corresponding hybrids, data encoding as model seeks
convergence with the input dataset, seeking a robust
optima solution guaranteed of high durability and void of
noise and conflicts caused by the underlying probability
cum statistical dependencies as well as other parameters of
interest as we seek the model that is best suited for such
dynamic and effective classification (problems) of spam
from genuine emails.
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1.4. Rationale for Study and Design
Spams are a cheap and illegal form of advert that
exploits the electronic mail infrastructure, and easily reach
thousands of unsuspecting users. Implementing a reliable
spam filters has become imperative – to deal with the
growing amount of these uninvited e-mails. Origin or
address-based Anti-spam resident at the recipients’ end of
the mailing infrastructure typically use network data to
classify spams; while content filters examines the actual
contents of emails. Several mechanisms are in use to
address spamming; Each has its shortcomings to make
them less effective. Supervised models have been used to
solve such problems relating to text classification
successfully. Data variation or outliers however, have very
negative impact on the classification efficiencies of these
two systems.

2. Experimental Models
2.1. Naïve Bayes (Benchmark) Model
This classifier is a simple probabilistic classifier based
on Bayes' theorem with strong independence assumptions.
A more descriptive term for the underlying probability
model is ‘independent feature model’. The model assumes
that the presence (or lack of presence) of a particular
feature of a class is unrelated to the presence (or lack of
presence) of any other feature. Despite the fact that the
far-reaching independence assumptions are often inaccurate,
the naive Bayes classifier has several properties that
make it surprisingly useful in practice. In particular, the
decoupling of the class conditional feature distributions
means that each distribution can be independently
estimated as a 1-dimensional distribution. Each message is
represented by a vector x = (x1, x2, x3,…, xn) – where
x1…xn are the values of attributes X1…Xn. Its binary
attributes: Xi = 1 is used if some characteristic represented
by Xi is present in message; Else, Xi = 0. In spam filtering,
attributes correspond to words, i.e. each attribute shows if
a particular word (e.g. “deceased”, “died”) is present. To
select among all possible attributes, we compute the
mutual data (MD) of each candidate attribute X with the
category denoting the variable C.

2.2. Hybrid HP-SVM-NN (Benchmark)
Supervised Models
SVM uses associated learning to analyze data and
recognize patterns in classification and regression analysis.
It takes a set of data inputs in n-dimensional space, and
maps them into one of two classes, creating a separating
hyper-plane such that it trains the data cum assigns new
data into the classes via a non-probabilistic binary linear
classifier [12,16,17]. Each data is represented as a point in
the space, and mapped easily into each separate class due
to the wide gap between the two classes. To compute the
margin, model constructs two parallel hyper-planes so that
new data are predicted to belong to a class depending on
the class or side of the gap they fall into. It efficiently
performs non-linear classification via ‘kernel trick’ by
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implicitly mapping inputs into a high-dimensional feature
space [18]. We note that the larger the margin – the better
the generalization error of the classifier. Classes may
overlap since each data is treated as a separate binary
classification problem/task [13].
K‐nearest neighbour assumes that data points close
together are likely to have the same classification. The
probability that a point x belongs to a class is estimated
by the proportion of training points in a specified
neighbourhood of x that belong to that class. The point
is either classified by a majority vote (where number
of points in neighbourhood belonging to each class is
counted, and the class to which the highest proportion
of points belongs to is the most likely classification of x)
or by a similarity degree sum (which calculates a
similarity score for each class based on the K‐nearest
points and classifies x into class with the highest similarity
score). Its lower sensitivity to outliers allows majority
voting to be commonly used rather than the similarity
degree sum [19]. It uses majority vote to determine which
points belongs to the neighbourhood so that distances
from x to all points in the training set must be calculated.
Any distance function that specifies which of two points is
closer to sample point is used [20], and the most common
distance metric used (in knn) is the Euclidean distance
[21] so that each test point ft and training set fs, with n
attributes is calculated via Eq. 1, achieves this via these
steps [22]: (a) chosen k value, (b) compute distances,
(c) sorts the distance, (d) finds k-class values, (e) finding
dominant class.
1

2
2
2
=
d ( ft1 − f s1 ) + ( ft 2 − f s 2 ) …+ ( ftn − f sn )  2 .



(1)

A major challenge in using Knn is to determine optimal
size of k that acts as smoothing parameter. A small k
is in sufficient to accurately estimate the population
proportions around the test point. A larger k will result in
less variance in probability estimates (and introduce more
bias). Thus, k should be large enough to minimize
probability of a non‐Bayes decision, and small enough
that all points give an accurate estimate of true class. Enas
and Choi [23] An optimal value of k depends on sample
size, covariance in each population and the proportions for
each population in total sample. If there are differences in
covariance matrices, and if the difference between the
sample proportions are both small/large, an optimal k
becomes N3/8 (N is number of samples in the training set).
If there is a large difference between covariance matrices,
and small difference between sample proportions, the
optimal k becomes N2/8 [23]. The merits of knn [24]
includes: (a) it is mathematically simple, (b) its
classification results are good, (c) it is free of statistical
assumptions, (d) its effectiveness does not depend on the
space distribution of classes, and (e) if boundaries
between classes are not hyper‐linear or hyper‐conic, Knn
outperforms LDA.
Okesola et al [25] the hybrid features data locality in
spam filtering. Spam is not uniform; But, consist data
(messages) on different topics [26] and with different
genres [16]. Accuracy is improved if classification by the
model is based on local decision rules. Thus, it uses SVM
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to provide a global decision rule independent of
sample which must ordinarily be classified. Accurate
classification of spam is limited to the fact that spam
consist of messages on various topics and genres. Local
decision rules must thus, be applied in collaborative
filtering as opposed to the present application of global
rules that sees and classifies spam based on pre-coded data
on genre and types. The changeability of data is also likely
to have local nature [6], and this is applicable to genuine
mails also. The existence of algorithms which classifies
email by topic provides the evidence of both locality in
genuine mail and the possibility to capture it using bag-ofwords feature extraction. The simplest filtering method
that engages data locality uses knn model and it has been
found to outperform SVM on spam classification [27].
This suggests that a more elaborate way of building local
decision rules is highly required.
Okesola et al [25] has these errors (implicitly stated as):
a. They noted that spam(s) is not uniform. How can a
single (global) rule effectively classify such
dynamic message (and its contents)?
b. How did the model encode datasets used in the
hybrid especially for such dynamic data (message
changes) that is rippled with ambiguities, noise and
impartial truth?
c. Parameter selection at training and testing was not
clearly stated and number of runs that result in their
convergence as we seeks to discover underlying
probability of the data feat(s) of interest.
d. How did they resolve conflicts imposed by the
underlying statistical dependencies in the adopted
heuristics as well as that imposed in encoding of the
dataset used?
e. What speed constraints were experienced?
f. Because supervised models yield inconclusive
solutions of unclassified (false-positive) data and
wrongly classified (true-negative) data. What
improvements are experienced by the model and at
what rate (with its predictive data-mining rules and
reinforcement learning)?

2.3. The Genetic Algorithm Trained Neural
Network (GANN)
Ojugo et al [28] described the genetic algorithm trained
neural network as adapted in the early detection of
diabetes. GANN is initialized with (n-r!) individual if-then,
fuzzy rules (i.e. 6-4!). Individual fitness is computed as
30-individuals are selected via the tournament method to
determine new pool and selection for mating. Crossover
and mutation is applied to help net learn the dynamic,
non-linear underlying feats of interest via multipoint
crossover to yield new parents. The new parents
contribute to yield new individuals. Mutation is reapplied
and individuals are allotted new random values that still
conform to the belief space. The mutation applied depends
on how far CGA is progressed on the net and how fit the
fittest individual in the pool (i.e. fitness of the fittest
individual divided by 2). New individuals replace old with
low fitness so as to create a new pool. Process continues
until individual with a fitness value of 0 (i.e. solution) is
found [28,29].

Table 1. Fuzzy Encoded Class
Code

Fuzzy Parameters

Genuine

Spam

P01

Message size

0.50

0.50

P02

Message Attachment

0.50

0.50

P03

Header From

0.50

0.50

P04

Header To

0.50

0.50

P05

Header Subject

0.30

0.70

P06

Body of Message

0.25

0.75

Fitness function (f) is resolved with initial pool (Parents)
using the genuine class as thus:
R1:50 R2:50 R3:50 R4:50 R5:30 R6:50.
Table 2. 1st and 2nd Generation of population from Parents
S/N

Selection

1

50

Chromosomes (Binary 0 or 1)
Parent
Parent
Crossover
1st Gen
2nd Gen
110010
1 and 6
110001

2

50

110010

2 and 5

110010

50

3

50

110010

3 and 6

110001

49

4

50

110010

4 and 5

110010

50

5

30

011110

5 and 6

011101

29

6

25

011001

6 and 5

011010

26

Fitness
Function
49

Initialization/selection via ANN ensures that first
3-beliefs are met; mutation ensures fourth belief is met. Its
influence function influences how many mutations take
place, and the knowledge of solution (how close its
solution is) has direct impact on how algorithm is
processed. Algorithm stops when best individual has
fitness of 0.3 [30]. Model stops if stop criterion is met.
GANN utilizes number of epochs to determine stop
criterion.

2.4. The Profile Hidden Markov Model
(PHMM)
Ojugo et al [18] describes the Hidden Markov model as
used in examination scheduling. Adapted to spam
detection classification problem, probability from one
transition state to another is as in Figure 2. In spam
detection analysis, a rule not accepted by the trained
HMM, yields high probability of either a false-positive or
true-negative [18]. Our study adopts the Profile HMM (a
variant of HMM), which offers the following merits to
the fundamental problems of the HMM by: (a) makes
explicit use of positional (alignment) data contained in
observations/sequences, and (b) allows null transitions (if
necessary) so that model can match sequences that
includes insertion and deletions [31].
Traditional HMM scores data via clustering based on
profile values. Our PHMM samples probabilities of initial
set of rules, and classify them into spam and genuine class.
It then stores a log in memory to reduce high true-negative
results (i.e. rules with semblance of spam) and high-false
positives (unclassified rules). Thus, the model is initially
trained to assimilate normal behaviour of both classes. It
then creates a profile of the rules, classifying them into
genuine and spam profiles [18].
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In spam detection, O is each rule contained to define
various feats of a spam, T is time it takes each rule to
classify a data input, N is number of unclassified/wrongly
classified rules, M is number of rules accurately classified,
π is the initial state (starting rule), A is state transition
probability matrix, aij is probability of a transition from a
state i to another state j, B contains N probability
distributions for the codes in the knowledgebase where
profiles have been created (one rule for each state process),
and HMM λ = (A,B,π). Parameters for HMM details are
incomplete as above; But, the general idea is still intact
[18]. Figure 2 shows G is genuine rule class, S is the spam
rule-class, UC is unclassified rules, and WC is wrongly
classified class.
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(

F jD = log(aM j−1D j exp F jM−1 (i )

(

)

)

(

+ aI j−1D j exp F jI−1 (i ) + aD j−1D j exp F jD−1 (i )

)

3. Result Findings and Discussion
3.1. Findings and Discussion
To measure their effectiveness and classification
accuracy, we measure their rate of misclassification and
corresponding improvement percentages in both training
and test data sets as summarized in Table 3 and Table 4
respectively. The equations for the misclassification rate
and its improvement percentage of the unsupervised (B)
model against those of the supervised (A) model, is
respectively calculated as follows:

Misclassification Rate ( MR )
=

We align multiple (data) rules as sequence with
significant relations. The output sequence determines if an
unknown code is related to sequence belonging to either
of the genuine class or spam (those not contained in the
Bayesian net). We use the PHMM to score rules and to
make decision(s). Circles are delete state that detects rules
as classified into the mail types, rectangle are insert states
that allows us to accurately classify rules that have been
previously unclassified/wrongly classified into a class
type (and consequently, update the knowledgebase of
classified false-positives and true-negatives); diamonds
are matched states that accurately classifies rules as in
standard HMM [18,31]. The delete and insert are emission
states in which observation is made as PHMM passes
through all the states. Emission probabilities, corresponding
to B in standard HMM model is computed based on
frequency of symbols that can be emitted at a particular
state in the model; However, they are positionaldependent (in contrast to basic HMM). The emission
probabilities are derived from Bayesian net, which
represents our training phase. Finally, match states allow
the model to pass through gaps, existing in the Bayesian
net to reach other emission states. These gaps prevent
model from over-fitting and overtraining [18]. And use the
forward algorithm recursively computes probabilities of
all possible case by reusing scores calculated for partial
sequences using Eq. 2 to Eq. 4 respectively as thus:
eM j ( xi )
+ log(aM j−1M j exp F jM−1 (i −1)
F jM =
Log
qxi

(

+ aI j−1M j exp

(

(i −1)) + aD j−1M j exp(

F jD−1

(5)

No. of Incorrect Diagnosis
.
No. of Sample set

Table 3. Misclassification Rate of Each model

Figure 2. Actual State Transition with P(x)

F jI−1

(4)

)

(i −1))

eI j ( xi )
F jI =
Log
+ log(aM j I j exp F jM (i −1)
qxi

(
)
+ aI j I j exp ( F jI (i −1)) + aD j I j exp ( F jD (i −1))

(2)

(3)

Classification Errors
Model

Training Data

Testing Data

Naïve Bayes

52.5%

45.2%

HP-SVM-NN

48.4%

33.7%

PHMM

19.6%

13.2%

GANN

22.5%

22.01%

Also, its improvement percentage is computed as thus:

Improvement Percentage =

MR ( A) − MR( B)
MR( A)

x100

(6)

Table 4. Improvement Percentage
Model

Improvement %
Training Data

Testing Data

Naïve Bayes

10.1%

15.6%

HP-SVM-NN

26.67%

29.02%

PHMM

56.03%

64.16%

GANN

42.79%

34.09%

Results obtained from Table 3 and Table 4 respectively
shows that unsupervised (PHMM/GANN) model outperforms
supervised (Naïve Bayes and hybrid HPSVMNN) models.
PHMM has a rate of misclassification of 13.2% (i.e. low
error rates in false-positives and true-negatives classes).
Consequently, it has a classification accuracy of 87%; It
promises improvement rate of about 64.16%. Conversely,
our memetic algorithm (GANN) has a misclassification
rate of 22.01% (of false-positives and true-negatives error
rate); while it promises to improve by 34.1%. Hybrid
HP-SVM-NN has a rate of misclassification of 33.7%
(i.e. for false-positives and true-negatives error rates).
That is, it shows classification accuracy of 67%; While,
promising an improvement rate of about 29%.
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3.2. Related Literature
Longe et al [13] developed SPAMAng, a Naïve
Bayesian System for outbound e-mails using a support
vector machine, open-source implementation. Its result
indicates that for both systems (using a set of carefully
selected fraudulent e-mails) that an outlier introduces
vulnerability into SVMs – causing it to be defeated by
spammers. SVMs performance degradation is noticeable
when used with fraudulent spams filtering (419 mails)
where spammers engage in concept drifts using text
manipulations, phishing and spoofing, to fool spam filters.
The comparison of SVMs with SPAMAng showed that
SVMs does not always produce best result in all text
classifications.
Barakat et al [32] used SVM with additional intelligent
module to transform the SVM black-box to an intelligent
diagnostic model with adaptive results that provides
potential model for diabetes prediction. Its logical rule set
generated had prediction accuracy of 94%, sensitivity of
93%, and specificity of 94%. Extracted rules are medically
sound and agree with outcome of relevant medical studies.
Khan et al [33] used the fuzzy trained neural network in
evaluating the well-known Wessinger’s quadratic function
as a constraints satisfaction problem. His results show that
the model was able to bring closer the data points in the
range of the analytical solution; while, Khasei et al [34]
used a feed-forward MLP. It can be expanded and
extended to represent complex dynamic patterns or cases
such as this, since it treats all data as new – so that
previous data signals do not help to identify data feats of
interest, even if such observed datasets exhibits temporal
dependence. However, it is more practically difficult to
implement as the network gets larger.

space to yield an optimal solution. Modelers must seek
proper parameter selection and adjustment of weights/biases
so as to avoid over-fitting, over-training and overparameterization of the model. Encoded through the
model’s structured learning, this will help address issues
of statistical dependencies between the various heuristics
used, highlight implications of such a multi-agent populated
model as well as resolve conflicts in data feats of interest.
Thus, as agents create/enforce their own behavioral rules
on the dataset, hybridization should be able to curb this (as
CGA does for this model in its belief space and operators
as applied) to display the underlying probabilities of interest.
Models serve as educational tools to compile knowledge
about a task, serve as new language to convey ideas as we
gain better insight to investigate input parameter(s) crucial
to a task; while, its sensitivity analysis helps to reflect on
theories of systems functioning. Simple model may not
yield enough data; and, complex model may not be
fully understood. A detailed model helps us develop
reasonably-applicable models even when not operationally
applicable in a larger scale. Their implementation should
seek its feedback as more critical rather than seeking an
accurate agreement with historic data. Since, a balance in
the model’s complexity will help its being understood and
its manageability, so that the model can be fully explored
as seen here [35].
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